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(Also common to P'I‘CS 6701 — Cryptography and Network Security for _
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Time : Threc hours IR I Ma‘ﬂmum 100 marks
' 7 ~ Answer ALL queetions o |

PART A—(10x 2 20 malks)

-

; DlStlIlnglSh between attack and tlueat _
Calculate the mpher text for the followmg usmg one tlme pad 01p]1e1
Plam Text: ROCK & Keyword: BOTS ‘
' _Compale DES and ALS.
mly'i.s'ti*ap. door one way functim_i used?
. Define; the term message digest. |
Contrast various SHA algorithms;
List: \farieus tﬁpes of fhewall.' |

- Dlscrlmmate statlstlcal anomaly detection and rule based detection,

=T - N R

" What are the services provided by PGP?
10. D1fferent1ate tr ansport and tunnel mode in IPSee.
| ' PART B -— (5 x 18 =65 marks)

11. . (a) Solve ged (98, 56) usmg Extended ]]uchdean algouthm Write the )
“algorithm also o , -

. . Or
(b) Pe1f01 m Enc1ypt10n and decxyptwn using H111 Clphel fcu the followmg
' Message PEN and Key: ACTIVATED
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14,
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18,

r(a).
b .

(a)

®

@
®

(@)

Pérform encry'fption and ﬂecﬁyption using RSA algorithm for p = 1,7,
g=11,e="7and M =88.

Or -

Find -the  secret key shared between user A and user B using leﬁe
Hellman algor ithm for the followmg

q 3563; af(punutlve 100t) 3, Xy —45 'md XB 50

§

Iliustl'ate SHAZ in detall,

" Or

“Expiam Elgamal d1g1ta1 sxgnatme scheme '_ '

Analyze Vanous types of virus and 1ts countel measures.

AOr

I]lustxate ‘the wmkmg plmmple of SET Relate SET fm E- commerce
-_'apphcatlons o

: Explam in detall about S/MIME

O'rl 3
Desm 1be in detall about SSL/TLS

PART C— (1 X 15 15 maﬂ{s)

- Why. ECC is bettel than RSA" Howevel why is it not \Vldely used?

. Defend 1t ’ , _ ) c

)

. . Or S _
Evaluate the performance (_)'f PGP. Compare it with S/MIME. 7 -
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