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PART A — (10 x 2 = 20 marks)

Diétinguish between a substitution cipher:and a tfanspo_sition cipher.
2. List the étﬁacks that threaten the integrity of information.

3. | Distinguish betweven_diffusionk and confusion.

.~ 4.  List the operation modes that can Be speed up by parallgl processing. -
5. Mentioﬁ the propert_ies of tz:ap door one-way fupction.

6. Illustrate chinese remaindér theorém with an example.

A What is arbitrated digital~sig'nature?

8. Why d;)es PGP generaté a signature Before applying compression?

* 3 Mention the characteristics of ﬁrewa]l.

10. Whatis a VPN?



PART B — (5 x 16 = 80 marks) , :

11. (a) Why is confidentiality an important principle of security? How will you

- achieve the same? Discuss the reasons behind the significance of
authentlcatlon Find out simple mechanisms for authentlcatlon What 18

PG iy e (e S control" How is it different from ava11ab1hty‘7 =

Or
H)——@%erypt—éhe%e‘ssage ~5~‘—Rogerﬁarrived”—_usin.g»r play fair cipher.Ignore——
the space between words. Use the matrix in figure 1. 8
: 'L+G{D|B|A]
Q|M|H|E |C
U|R|N|IJ|F
X{V]S|O|K
Yy Wi TP
Fig.1

(11)  Describe double columnar trarsposition cipher with an example. (8)

12. (a) Draw the general structure of Mult1p1e DES and explain the encryption -
decryvption process. -

Or

(b) Describe AES Cipher in detail.

13. (@ @ What are the principal e! ements of a public key cryptosystem?  (6)
@) In RSA given the product of prime numbers N = 221 and the

Encryption key E = 5, find the decryption key. . (6)
(iii)) Mention the applicatiohs of pablic key cryptosystems. 4)

),
&) b Elliptic Curve E(1,2) over the GF(11) field.
@) Find the equation of the curve. . ; = : 4)
@) F ind any 2 points (P, Q) on the curve. . 7 (4)

‘(m) F1nd a 3 point R = P + Q and show that it satisfies the Elhptch
curve equation. (8)
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14. (a) List the security services provided by a digital signature. Explain the
signing and verification process of DSA.

= 0Or

“(b) Write any 2'ké§r’di’s"tfib‘iition facilities which can be adopted by a local
area network vendor. Discuss about its pros and cons.

: ~15.4—(a)—~Wﬁte~a—notéf)n{heﬂfollowing =
(i)  Security in Java. ' - ®
(i) Security in Operating Systems. (8)

L 3

Or

(5) What are the approaches for achieving single sign on (SSO)? Explain in
detail. : : ‘
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