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. | Answel ALL questlons E L . '
LR PART A — (10 x 2= 20 malks) i
1~, Define Cryptoglaphy o
g How intrusion detection system works? |
._ 8. - How security is ensured in wireless network‘? o
4 What is meant by Internet Security? .
- 5. State policy driven system management. . . b
6, List the information security essentials for IT '_m"an'a_.g_eféf S
; - { 7. Define cyber forensics and how it is different from c.y.be.'r t;_ri_iﬁ_e? '
8.  Write the pufpose of key establishment protocols, -
9. Listout the privacy enhancing techllologiés.
10. What is meant by Risk Management?
PART B — (5 x 13 = 65 marks)
! 11. (a) Explain briefly about Fault t01e1ance and Resilience in cloud computing
. environments. :
7 Or
- ° - o ‘ t (b) Dlscuss in detail about the securlty issues in web apphcatwn and web
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12.

18.

i .3.:':1_5',.'

(a)

@

_Explam the methodologles used in mt1u81on detectlon and pleventmn N

Explain the architecture of wireless network security with its
applications. - :

Or

Explam how secule commumcatmn is ensuled in optlcal netwmk security

_ systems

‘Describe in deta11 about the 1mp01 tance of 1dent1ty and user management .
: ,system - - : :

'. o

e _.;_;:_() Secunty e Dlscovery

_,.(a) =

Descrlbe the secuuty and prwacy p11nc1ples to be followed
'envnonment momtoung system ST :

'.'..-'-'..'_Wute short notes on i e el

= ;3'(11) Satelhte Encryptlon '

"'.':'Explam the various authentlcatlon protocols used 1n computel ﬁaud
.j._detectlon and cyber fmensms T e i

'.Explam brleﬂy about St01age Alea Network secuuty dev1ces w1th 1ts =
S apphcatlons ' : R SRS

PART C — (1 x 15 = 15 malks)

customer and merchant queries. Each employee was assigned to a
specific task and was only allowed to access the computer system for that
specific task. The employees were not allowed to make any changes in the

~ credit-card holder’s account unless they received specific approvals. Each

of the employees was given a unique individual password. In case they-

entered an incorrect password three. consecutive times then their
password would get blocked and they would be issued a temporary
passwmd The company suspected that its employees conspired with the

son, (holdmg an add-on card) of one of the credit card holders. The modus'

2 | S 10509

The a331stant manager (the complamant) w1th the ﬁaud control umt of a__ S
‘large business process outsourcing (BPO) organization filed a complaint =
“alleging that two of its employees had conspired with a credit card holder
to manipulate the credit limit and as a result cheated the company. of -
'INR 0.72 million. The BPO facility had about 350 employees. Their -
~primary function was to issue the bank’s credit cards as well as attend to e

operandi. suspected by the chent is as follows. {‘he BPO employee
deliberately keyed in the wrong password three consecutive times
(so that his password would get blocked) and obtained a temporary
password to access the computer system. He manually reversed the
transactions of the card so that it appeared that payment for the

. transaction has taken place. The suspect also changed the credit card

holder's address so that the statement of. account would never be

“delivered to the primary card holdel

_ For the above given forensic case, Identify the problem, security issues,

investigation team and nwestlgatlon stlategy ev1dences and pleventlve

.. measure fo1 futule

N

.3;:-

.Dlsouss in, detall about the Various types of attacks occur in LAN_ Sy
Sl --'Intlanet and Inte1net and also wrlte the proceduxe to nutlgate those S
".'-_-._'.'_":attacks > : S . L S
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